
  
 

 

3353 Peachtree Road NE  

Suite 600, North Tower  

Atlanta, GA 30326  
404 -446 -2560 | www.nerc.com  

January 28, 2016 
 
VIA ELECTRONIC FILING 
 
Ms. Kimberly D. Bose 
Secretary 
Federal Energy Regulatory Commission 
888 First Street, N.E. 
Washington, DC  20426 
 
 
Re: NERC Full Notice of Penalty regarding Unidentified Registered Entity 1, Unidentified 

Registered Entity 2, Unidentified Registered Entity 3, and Unidentified Registered Entity 4, 
FERC Docket No. NP16-_-000 

 
Dear Ms. Bose: 
 
The North American Electric Reliability Corporation (NERC) hereby provides this Notice of Penalty1 
regarding Unidentified Registered Entity 1 (URE1), Unidentified Registered Entity 2 (URE2),  
Unidentified Registered Entity 3, and Unidentified Registered Entity 4 (Collectively the URE Entities), 
with information and details regarding the nature and resolution of the violations,2 in accordance with 
ǘƘŜ CŜŘŜǊŀƭ 9ƴŜǊƎȅ wŜƎǳƭŀǘƻǊȅ /ƻƳƳƛǎǎƛƻƴΩǎ ό/ƻƳƳƛǎǎƛƻƴ ƻǊ C9w/ύ ǊǳƭŜǎΣ ǊŜƎǳƭŀǘƛƻƴǎ ŀƴŘ ƻǊŘŜǊǎΣ ŀǎ 
ǿŜƭƭ ŀǎ b9w/Ωǎ wǳƭŜǎ ƻŦ tǊƻŎŜŘǳǊŜ ƛƴŎƭǳŘƛƴƎ !ǇǇŜƴŘƛȄ п/ όb9w/ /ƻƳǇƭƛŀƴŎŜ aƻƴƛǘƻǊƛƴƎ ŀƴŘ 
Enforcement Program (CMEP)).3 
 
NERC is filing this Notice of Penalty with the Commission because ReliabilityFirst Corporation 
(ReliabilityFirst) and URE Entities have entered into a Settlement Agreement to resolve all outstanding 

                                                 

1 Rules Concerning Certification of the Electric Reliability Organization; and Procedures for the Establishment, Approval, and 
Enforcement of Electric Reliability Standards (Order No. 672), III FERC Stats. & Regs. ¶ 31,204 (2006); Notice of New Docket 
Prefix άbtέ ŦƻǊ bƻǘƛŎŜǎ ƻŦ tŜƴŀƭǘȅ CƛƭŜŘ ōȅ ǘƘŜ bƻǊǘƘ !ƳŜǊƛŎŀƴ 9ƭŜŎǘǊƛŎ wŜƭƛŀōƛƭƛǘȅ /ƻǊǇƻǊŀǘƛƻƴ, Docket No. RM05-30-000 
(February 7, 2008). See also 18 C.F.R. Part 39 (2015). Mandatory Reliability Standards for the Bulk-Power System, FERC 
Stats. & Regs. ¶ 31,242 (2007) (Order No. 693), ǊŜƘΩƎ ŘŜƴƛŜŘ, 120 FERC ¶ 61,053 (2007) (Order No. 693-A). See 18 C.F.R § 
39.7(c)(2). 

2 CƻǊ ǇǳǊǇƻǎŜǎ ƻŦ ǘƘƛǎ ŘƻŎǳƳŜƴǘΣ ŜŀŎƘ Ǿƛƻƭŀǘƛƻƴ ŀǘ ƛǎǎǳŜ ƛǎ ŘŜǎŎǊƛōŜŘ ŀǎ ŀ άǾƛƻƭŀǘƛƻƴΣέ ǊŜƎŀǊŘƭŜǎǎ ƻŦ ƛǘǎ ǇǊƻŎŜŘǳǊŀƭ ǇƻǎǘǳǊŜ 
and whether it was a possible, alleged or confirmed violation. 

3 See 18 C.F.R § 39.7(c)(2) and 18 C.F.R § 39.7(d).  



 

 
NERC Notice of Penalty   
Unidentified Registered Entities    
January 28, 2016 
Page 2 
 

 

issues arising from ReliabilityFirstΩǎ ŘŜǘŜǊƳƛƴŀǘƛƻƴ ŀƴŘ ŦƛƴŘƛƴƎǎ ƻŦ Ǿƛƻƭŀǘƛons of the CIP Reliability 
Standards. 
 
According to the Settlement Agreement, URE Entities neither admit nor deny the violations, and have 
agreed to the assessed penalty of one hundred and fifty thousand dollars ($150,000), in addition to 
other remedies and actions to mitigate the instant violations and facilitate future compliance under 
the terms and conditions of the Settlement Agreement.   
 
Accordingly, NERC is filing this Full Notice of Penalty in accordance with the NERC Rules of Procedure 
and the CMEP.   
 
Statement of Findings Underlying the Violations 
 
This Notice of Penalty incorporates the findings and justifications set forth in the Settlement 
Agreement, by and between ReliabilityFirst and URE Entities.  The details of the findings and basis for 
the penalty are set forth in the Settlement Agreement and herein.  This Notice of Penalty filing contains 
the basis for approval of the Settlement Agreement by the NERC Board of Trustees Compliance 
Committee (NERC BOTCC).   

In accordance with Section 39.7 of ǘƘŜ /ƻƳƳƛǎǎƛƻƴΩǎ ǊŜƎǳƭŀǘƛƻƴǎΣ му /ΦCΦwΦ Ϡ офΦт όнлмрύΣ b9w/ 
provides the following summary table identifying each violation of a Reliability Standard resolved by 
the Settlement Agreement.  Further information on the subject violations is set forth in the Settlement 
Agreement. 

*SR = Self-Report / SC = Self-Certification / CA = Compliance Audit / SPC = Spot Check / CI = Compliance Investigation 

NERC Violation 
ID 

Standard Req VRF/ VSL 

Discovery 
Method* 

Date 

Penalty 
Amount 

URE1 

RFC2014013798 
CIP-002-3 R3 

High/ 

Severe 

SC 

 
 

 

 

 

$150,000 

 

 

URE1 

 RFC2014013829 
CIP-003-3 R1 

Medium/ 

Severe 

SR 

 

URE1 

 RFC2014013830 
CIP-003-3 R4 

Medium/ 

Severe 

SR 
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NERC Violation 
ID 

Standard Req VRF/ VSL 

Discovery 
Method* 

Date 

Penalty 
Amount 

URE1 

 RFC2014013799 
CIP-003-3 R5 

Lower/ 

Severe 

SC 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

$150,000 

 

 

 

 

 

 

 

 

 

 

 

 

URE1 

 RFC2014013800 
CIP-003-3 R6 

Lower/ 

Severe 

SC 

 

URE1 

 RFC2014013831 
CIP-004-3 R1 

Lower/ 

Severe 

SR 

 

URE1 

 RFC2014013832 
CIP-004-3 R2 

Lower/ 

Severe 

SR 

 

URE2 

RFC2014013446 
CIP-004-3a R2.1 

Medium/ 

Severe 

SR 

 

URE1 

RFC2014013801 
CIP-004-3 R4 

Lower/ 

Severe 

SC 

 

URE2 

RFC2014013794 
CIP-004-3a R4.1 

Lower/ 

Severe 

SC 

 

URE1 

RFC2014013802 
CIP-005-3a R1 

Medium/ 

Severe 

SC 

 

URE1 

RFC2014013803 
CIP-005-3a R2 

Medium/ 

Severe 

SC 

 

URE1 

RFC2014013804 
CIP-005-3a R3 

Medium/ 

Severe 

SC 

 

URE1 

RFC2014013805 
CIP-005-3a R4 

Medium/ 

Severe 

SC 

 

URE1 

RFC2014013833 
CIP-005-3a R5 

Lower/ 

Severe 

SR 
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NERC Violation 
ID 

Standard Req VRF/ VSL 

Discovery 
Method* 

Date 

Penalty 
Amount 

URE1 

RFC2014013810 
CIP-006-3c R1 

Medium/ 

Severe 

SC 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

$150,000 

 

 

 

 

 

 

 

 

 

 

 

URE2 

RFC2015014715 
CIP-006-3c R1 

Medium/ 

Severe 

SR 

 

URE1 

RFC2014013811 
CIP-006-3c R2 

Medium/ 

Severe 

SC 

 

URE1 

RFC2014013812 
CIP-006-3c R3 

Medium/ 

Severe 

SC 

 

URE4 

RFC2014013809 
CIP-006-3c R3 

Medium/ 

Severe 

SC 

 

URE1 

RFC2014013813 
CIP-006-3c R4 

Medium/ 

Severe 

SC 

 

URE1 

RFC2014013814 
CIP-006-3c R5 

Medium/ 

Severe 

SC 

 

URE1 

RFC2014013815 
CIP-006-3c R6 

Lower/ 

Severe 

SC 

 

URE1 

RFC2014013834 
CIP-006-3c R7 

Lower/ 

Severe 

SR 

 

URE1 

RFC2014013835 
CIP-006-3c R8 

Medium/ 

Severe 

SR 

 

URE1 

RFC2014013820 
CIP-007-3a R1 

Medium/ 

Severe 

SC 

 

URE1 

RFC2014013821 
CIP-007-3a R2 

Medium/ 

Severe 

SC 
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NERC Violation 
ID 

Standard Req VRF/ VSL 

Discovery 
Method* 

Date 

Penalty 
Amount 

URE1 

RFC2015015243 
CIP-007-3a R3 

Lower/ 

Severe 

SR 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

$150,000 

URE2 

RFC2014013795 
CIP-007-3a R3 

Lower/ 

Severe 

SC 

 

URE1 

RFC2014013822 
CIP-007-3a R4 

Medium/ 

Severe 

SC 

 

URE1 

RFC2014013823 
CIP-007-3a R5 

Lower/ 

Severe 

SC 

 

URE2 

RFC2014014469 
CIP-007-3a 

R5.2.
3 

Lower/ 

Severe 

CA 

 

URE3 

RFC2014013797 
CIP-007-3a R5 

Lower/ 

Severe 

SC 

 

URE4 

RFC2014013816 
CIP-007-3a R5 

Lower/ 

Severe 

SC 

 

URE1 

RFC2014013824 
CIP-007-3a R6 

Lower/ 

Severe 

SC 

 

URE1 

RFC2014013915 
CIP-007-3a R7 

Lower/ 

Severe 

SR 

 

URE1 

RFC2014013825 
CIP-007-3a R8 

Lower/ 

Severe 

SC 

 

URE1 

RFC2014013836 
CIP-007-3a R9 

Lower/ 

Severe 

SR 

 

URE1 

RFC2014013826 
CIP-008-3 R1 

Lower/ 

Severe 

SC 
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NERC Violation 
ID 

Standard Req VRF/ VSL 

Discovery 
Method* 

Date 

Penalty 
Amount 

URE1 

RFC2014013827 
CIP-009-3 R1 

Medium/ 

Severe 

SC 

 

 
Background  
ReliabilityFirst resolved all of these violations together because the URE Entities all share a common 
parent company and now implement the parent companyΩǎ ǳƴƛŦƛŜŘ /Lt ŎƻƳǇƭƛŀƴŎŜ ǇǊƻƎǊŀƳΦ   
 
Prior, the current parent company acquired URE1 from its original parent company and acquired 
another subsidiary company that controlled some of the operations of the original parent company.  
After a number of events, the original parent company filed for Chapter 11 bankruptcy.  The 
bankruptcy filing caused uncertainty regarding the future of the original parent company and its 
subsidiary company, thus resulting in voluntary departures from both organizations.  The loss of 
resources and leadership in personnel actively engaged in the CIP compliance program created a 
foundation for the violations.   
 
Before the acquisition of URE1, the current parent company merged with the former parent company 
of URE2, URE3, and URE4.  Although URE2, URE3, and URE4 continue to operate under the former 
parent company umbrella, the current parent company became the legal owner of that umbrella 
company and is now the ultimate parent company for the three URE Entities included in this 
Settlement Agreement.   
 
After these acquisitions, the current parent company updated its CIP compliance program so that the 
parent and its subsidiaries have one unified CIP compliance program.  
 
RFC2014013798 CIP-002-3 R3- OVERVIEW   
ReliabilityFirst determined that the former subsidiary company violated CIP-002-3 R3 by failing to 
identify, as part of its Critical Cyber Asset identification process, multiple devices as Critical Cyber 
Assets (CCAs) that were essential to the operation of its Critical Assets.  Specifically, the former 
subsidiary company failed to appropriately classify as CCAs several devices that used a routable 
protocol to communicate outside of the Electronic Security Perimeter (ESP) or used a routable protocol 
to communicate within a control center.  
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ReliabilityFirst determined that this violation posed a moderate and not serious or substantial risk to 
the reliability of the bulk power system (BPS).  First, an accurate list of CCAs is fundamental to ensuring 
that all CCAs are afforded the protections required by the CIP Reliability Standards.  Therefore, former 
subsidiaryΩǎ ŦŀƛƭǳǊŜ ǘƻ maintain an accurate list of CCAs increases the likelihood of further violations of 
other CIP Reliability Standards.  Second, the duration of the violation indicates that the subsidiary 
failed to identify and correct the issue in a timely manner, which also increased the likelihood of 
further violations of other CIP Reliability Standards.  The risk posed by the foregoing facts and 
circumstances was mitigated by the fact that the subsidiary had several measures in place to protect 
and restrict access to the mistakenly excluded CCAs both logically and physically.  Logically, these 
devices were protected by being on a restricted network, having password protections on the 
connections to the network systems, and several other protective measures including intrusion 
detection, logging, and anti-malware programs.  Physically, access to these devices was also highly 
restricted to authorized personnel with multiple physical access control layers within a non-public, 
controlled space.  These devices were in a secured facility and under constant surveillance. 

ReliabilityFirst determined the duration of the violation to be from the date the Standard became 
mandatory and enforceable, through when URE1 completed its Mitigation Plan. 

URE1 submitted its Mitigation Plan designated RFCMIT011314 to address the referenced violations.    
¦w9мΩǎ aƛǘƛƎŀǘƛƻƴ tƭŀƴ ǊŜǉǳƛǊŜŘ ¦w9м to: 

1. ǳǎŜ ǘƘŜ ŎǳǊǊŜƴǘ ǇŀǊŜƴǘ ŎƻƳǇŀƴȅΩǎ //! ƛdentification program to ensure that processes are in 
place to include consideration and identification of all Cyber Assets;  

2. identify all applicable Cyber Assets;  

3. implement ǘƘŜ ŎǳǊǊŜƴǘ ǇŀǊŜƴǘ ŎƻƳǇŀƴȅΩǎ CCA Identification Program to ensure that all CCAs are 
identified and documented; and 

4. provide training for all appropriate personnel regarding CCA identification. 
 
URE1 certified that it had completed its Mitigation Plan, and ReliabilityFirst verified that URE1 had 
completed all mitigation activities.  
 
RFC2014013829 CIP-003-3 R1- OVERVIEW   
ReliabilityFirst determined that the former subsidiary company violated CIP-003-3 R1 by failing to 
document and implement a cyber security policy that addressed all of the aspects required by CIP-003-
3 R1.  Specifically, the deficient cyber security policy: a) did not adequately address the requirements 
of CIP-002-3 through CIP-009-3; and b) was annually reviewed, but was not reviewed and approved by 
the senior manager assigned pursuant to R2. 
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ReliabilityFirst determined that this violation posed a moderate and not serious or substantial risk to 
the reliability of the BPS.  The risk posed by the foregoing facts and circumstances was mitigated by the 
fact that the subsidiary did have a documented and implemented cyber security policy that 
represented ƳŀƴŀƎŜƳŜƴǘΩǎ ŎƻƳƳƛǘƳŜƴǘ ŀƴŘ ŀōƛƭƛǘȅ ǘƻ ǎecure its CCAs.  This policy was annually 
reviewed by ǘƘŜ ǎǳōǎƛŘƛŀǊȅΩǎ management, but not by the senior manager identified in CIP-003-3 R2. 

ReliabilityFirst determined the duration of the violation to be from the date the Standard became 
mandatory and enforceable, through when the subsidiary formally adopted and implemented an 
adequate cyber security policy. 

URE1 submitted its Mitigation Plan designated RFCMIT011234 to address the referenced violations.    
¦w9мΩǎ aƛǘƛƎŀǘƛƻƴ tƭŀƴ ǊŜǉǳƛǊŜŘ ¦w9м to: 

1. modify the cyber security policy and the security management controls program 
documentation to include the necessary elements for compliance with CIP-003-3; and  

2. approve the cyber security policy and the security management controls program. 

 
URE1 certified that it had completed its Mitigation Plan, and ReliabilityFirst verified that URE1 had 
completed all mitigation activities.  
 
RFC2014013830 CIP-003-3 R4- OVERVIEW   
ReliabilityFirst determined that the former subsidiary violated CIP-003-3 R4 by failing to implement and 
document a program to identify, classify, and protect information associated with CCAs as required by 
CIP-003-3 R4.  Furthermore, even after formalizing the security management controls program, the 
subsidiary had not yet annually assessed adherence to its CCA information protection program, 
including documentation of the assessment results as required by CIP-003-3 R4.3. 
 
ReliabilityFirst determined that this violation posed a moderate and not serious or substantial risk to 
the reliability of the BPS.  The lack of a formal, documented security management controls program 
prevents an entity from ensuring that responsible personnel are performing the necessary activities to 
protect CCA information.  An undocumented program increases the likelihood of human error, which 
may result in protected CCA information being compromised.  The risk posed by the foregoing facts 
and circumstances was mitigated by the following factors.  First, the generation assets potentially 
affected by this violation have not been determined to be critical.  Second, the logical and physical 
access controls in place with respect to CCAs also operate to protect CCA information. 
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ReliabilityFirst determined the duration of the violation to be from the date the Standard became 
mandatory and enforceable, through when URE1 completed its Mitigation Plan. 

URE1 submitted its Mitigation Plan designated RFCMIT011225 to address the referenced violations.  
¦w9мΩǎ aƛǘƛƎŀǘƛƻƴ tƭŀƴ ǊŜǉǳƛǊŜŘ ¦w9м to: 

1. develop formal documentation of the security management controls program that identifies, 
classifies, and protects information associated with CCAs as required by CIP-003-3 R4 and 4.1;  

2. develop and document an assessment methodology to assess the adherence to the CCA 
information protection program;  

3. assess the adherence to the CCA information protection program, including documentation of 
the assessment results as required by CIP-003-3 R4.3;  

4. implement an action plan to remediate deficiencies identified during the assessment; and  

5. train individuals responsible for the protection of CCA information and assessment of the 
program to ensure ongoing compliance. 

 
URE1 certified that it had completed its Mitigation Plan, and ReliabilityFirst verified that URE1 had 
completed all mitigation activities.  
 
RFC2014013799 CIP-003-3 R5- OVERVIEW   
ReliabilityFirst determined that the former subsidiary violated CIP-003-3 R5 by failing to: a) have a 
documented program for managing access to protected CCA information; b) annually verify the list of 
personnel responsible for authorizing access privileges to protected information to confirm that access 
privileges were correct and that they corresponded with the subsidiaryΩǎ ƴŜŜŘǎ ŀƴŘ ŀǇǇǊƻǇǊƛŀǘŜ 
personnel roles and responsibilities; and c) assess and document the processes for controlling access 
privileges to protected information. 
 
ReliabilityFirst determined that this violation posed a moderate and not serious or substantial risk to 
the reliability of the BPS.  The access controls called for by CIP-003-3 R5, specifically maintaining an 
access list and performing periodic verification of logical and physical access to protected information, 
ŀǊŜ ŀƴ ƛƴǘŜƎǊŀƭ ǇŀǊǘ ƻŦ ŀƴ ŜƴǘƛǘȅΩǎ /Lt compliance program.  Thus, inadequate access controls may allow 
for unauthorized access to such information and may result in violations of several other CIP 
Reliability Standards and Requirements.  The risk posed by the foregoing facts and circumstances was 
mitigated by the following factors.  First, the logical and physical access controls in place with respect 
to CCAs also operate to protect CCA information.  Second, the subsidiary stored relevant information 
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on restricted networks and limited access to those individuals with a business need to access the 
information. 

ReliabilityFirst determined the duration of the violation to be from the date the Standard became 
mandatory and enforceable, through when URE1 completed its Mitigation Plan. 

URE1 submitted its Mitigation Plan designated RFCMIT011221 to address the referenced violations.    
¦w9мΩǎ aƛǘƛƎŀǘƛƻƴ tƭŀƴ ǊŜǉǳƛǊŜŘ ¦w9м to: 

1. develop formal documentation which details program for managing access to protected CCA 
information as required by CIP-003-3 R5 and 5.1;  

2. verify and create the list of personnel responsible for authorizing access to protection 
information;  

3. have approved individuals review the list of user access privileges and roles and responsibilities 
to ensure that the list is appropriate; 

4. develop and document an assessment methodology to assess the process for controlling access 
privileges to protected information; 

5. assess the process for controlling access privileges to protected information, including 
documentation of the assessment results; and 

6. train individuals, who are responsible for the program for managing access to protected CCA 
information, on the process to ensure ongoing compliance. 

 
URE1 certified that it had completed its Mitigation Plan, and ReliabilityFirst verified that URE1 had 
completed all mitigation activities.  
 
RFC2014013800 CIP-003-3 R6- OVERVIEW   
ReliabilityFirst determined that the former subsidiary violated CIP-003-3 R6 by failing to have a 
formally documented change control or configuration management process for the activities required 
in R6.  Rather, the subsidiary only had an informal change management process including a ticketing 
system to approve and track master change requests for all changes to CCAs as well as other 
Information Technology (IT) assets. 
 
ReliabilityFirst determined that this violation posed a serious or substantial risk to the reliability of the 
BPS.  The lack of a formal change control and configuration management process can result 
in serious vulnerabilities and increased threat levels.  Without such a process, an entity may be unable 
to identify unauthorized changes to its system or to determine the extent of a possible intrusion.  The 
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risk posed by the foregoing facts and circumstances was mitigated by subsidiaryΩǎ ƛƴŦƻǊƳŀƭ ŎƘŀƴƎŜ 
management process that was in place during the period of noncompliance.  As stated above, this 
informal process included a ticketing system to approve and track master change requests for all 
changes to CCAs as well as other IT assets. 

ReliabilityFirst determined the duration of the violation to be from the date the Standard became 
mandatory and enforceable, through when URE1 completed its Mitigation Plan. 

URE1 submitted its Mitigation Plan designated RFCMIT011215 to address the referenced violations.    
¦w9мΩǎ aƛǘƛƎŀǘƛƻƴ tƭŀƴ ǊŜǉǳƛǊŜŘ ¦w9м to: 

1. develop a formal, documented change management processes for compliance with CIP-003-3; 
and 

2. approve the documented change management processes to ensure ongoing security. 
 
URE1 certified that it had completed its Mitigation Plan, and ReliabilityFirst verified that URE1 had 
completed all mitigation activities.  
 
RFC2014013831 CIP-004-3 R1- OVERVIEW   
ReliabilityFirst determined that the former subsidiary violated CIP-004-3 R1 by failing to document its 
security awareness program to ensure that personnel with authorized cyber or unescorted physical 
access to CCAs received ongoing awareness reinforcement in sound security practices.  Rather, the 
subsidiary only had an informal, undocumented communication plan in place for security awareness 
for such personnel. 
 
ReliabilityFirst determined that this violation posed a moderate and not serious or substantial risk to 
the reliability of the BPS.  The lack of a formal security awareness program increases the likelihood that 
responsible personnel may not be aware of the latest security threats.  Cyber threats, in particular, are 
constantly evolving, which requires responsible personnel to keep updated on an ongoing basis.  The 
risk posed by the foregoing facts and circumstances was mitigated by the informal communication plan 
that the subsidiary had in place.  Pursuant to this plan, responsible personnel would keep each other 
updated on any new threats or security issues of which they became aware. 

ReliabilityFirst determined the duration of the violation to be from the date the Standard became 
mandatory and enforceable, through when URE1 completed its Mitigation Plan. 

URE1 submitted its Mitigation Plan designated RFCMIT011216 to address the referenced violations.    
¦w9мΩǎ aƛǘƛƎŀǘƛƻƴ tƭŀƴ ǊŜǉǳƛǊŜŘ ¦w9м to: 
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1. develop formal documentation of the cyber security awareness and training program for CIP-
004-3a; and  

2. approve that documentation. 
 
URE1 certified that it had completed its Mitigation Plan, and ReliabilityFirst verified that URE1 had 
completed all mitigation activities.  
 
RFC2014013832 CIP-004-3 R2- OVERVIEW   
ReliabilityFirst determined that the former subsidiary violated CIP-004-3 R2 by failing to have a 
documented cyber security training program for personnel having authorized cyber or authorized 
unescorted physical access to CCAs.  Moreover, once the subsidiary implemented a program, the 
training did not specifically address the minimum topics included in the sub-requirements of CIP-004-3 
R2.  Specifically, the program did not cover action plans and procedures to recover or re-establish CCAs 
and access thereto following a cyber security incident.  Additionally, while this recovery training was 
provided as ancillary training, not all relevant personnel were involved. 
 
ReliabilityFirst determined that this violation posed a serious or substantial risk to the reliability of the 
BPS.  The lack of a formal cyber security training program increases the likelihood that untrained 
personnel may have cyber or unescorted physical access to CCAs.  In this case, at least some of the 
ǎǳōǎƛŘƛŀǊȅΩǎ personnel, who were responsible for recovery following a cyber security incident, were not 
involved in any training related to recovery testing. 

ReliabilityFirst determined the duration of the violation to be from the date the Standard became 
mandatory and enforceable, through when URE1 completed its Mitigation Plan. 

URE1 submitted its Mitigation Plan designated RFCMIT011226 to address the referenced violations.    
¦w9мΩǎ aƛǘƛƎŀǘƛƻƴ tƭŀƴ ǊŜǉǳƛǊŜŘ ¦w9м to develop a formal, documented annual cyber security training 
program, and train all responsible individuals on the annual cyber security training program to ensure 
ongoing security. 
 
URE1 certified that it had completed its Mitigation Plan, and ReliabilityFirst verified that URE1 had 
completed all mitigation activities.  
 
RFC2014013446 CIP-004-3a R2.1- OVERVIEW   
ReliabilityFirst determined that on two separate occasions, both of which occurred prior to ¦w9нΩǎ 
transitioning to the ŎǳǊǊŜƴǘ ǇŀǊŜƴǘ ŎƻƳǇŀƴȅΩǎ CIP compliance program, URE2 granted certain 
individuals, who had not completed the requisite training, access to a Physical Security Perimeter 
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(PSP).  A security officer, who was newly hired by a contracted security service, erroneously escorted a 
cleaning crew into a designated PSP without proper authorization and documentation.  The cleaning 
crew remained within the PSP for a total of 25 minutes.  On a different occasion, an individual was 
granted access to a PSP without proper training during the commissioning of a new PSP area.  Although 
URE2 had completed a Personnel Risk Assessment (PRA) for this individual, he had not completed the 
required training prior to obtaining access.  URE2 removed his access on a later date that year. 
 
ReliabilityFirst determined that this violation posed a minimal and not serious or substantial risk to the 
reliability of the BPS.  In the first instance, the cleaning crew was escorted into the PSP by an individual 
with authorized unescorted physical access.  The cleaning crew was in the PSP for only a short period 
of time during which CIP-trained and authorized personnel were present and observed the cleaning 
ŎǊŜǿΩǎ ŀŎǘƛƻƴǎΦ  In the second instance, the individual had passed the PRA.  ReliabilityFirst also notes 
that access records indicate that this individual did not access the PSP during the time he had 
unauthorized access to it. 

ReliabilityFirst determined the duration of the violation to be from the date that the cleaning crew was 
improperly granted access to a PSP in the first instance, through the date on which URE2 removed PSP 
access for the individual in the second instance. 

URE2 submitted its Mitigation Plan designated RFCMIT011423-1 to address the referenced violations.    
¦w9нΩǎ aƛǘƛƎŀǘƛƻƴ tƭŀƴ ǊŜǉǳƛǊŜŘ ¦w9н to: 

1. change ǘƘŜ ǎŜŎǳǊƛǘȅ ƻŦŦƛŎŜǊǎΩ passwords to prevent sharing;  

2. ensure that hard copies of security procedures are readily available at the security desk;  

3. assign unique credentials to each security officer to further prevent sharing among security 
officers; 

4. review current practices and guidelines for providing NERC CIP physical access and visitor 
access, lost or forgotten identifications and/or passwords, and escort requirements; and  

5. develop a process of notification when security officers are requested to be added, changed or 
removed, a change ticket must be completed to ensure that new officers received proper 
training, background checks, and are receiving the appropriate access or revocation. 

 
RFC2014013801 CIP-004-3 R4- OVERVIEW   
ReliabilityFirst determined that the former subsidiary violated CIP-004-3 R4 by failing to maintain 
complete lists of personnel with authorized cyber or authorized unescorted physical access to CCAs, 
including their specific electronic and physical access rights to CCAs, missing 15% or more of the 
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authorized personnel.  Furthermore, the subsidiary did not review the list(s) of all personnel who have 
access to CCAs quarterly, nor did the subsidiary update the list(s) within seven calendar days of any 
change of personnel with such access to CCAs, nor any change in the access rights of such personnel. 
The subsidiary also failed to revoke access to CCAs within 24 hours for personnel terminated for cause 
nor within seven calendar days for personnel who no longer required such access to CCAs. 
 
ReliabilityFirst determined that this violation posed a moderate and not serious or substantial risk to 
the reliability of the BPS.  The failure to maintain a current and accurate list of personnel with cyber or 
unescorted physical access to CCAs increases the likelihood that a cyber-attacker could obtain 
unauthorized access to the CCAs.  The risk posed by the foregoing facts and circumstances was 
mitigated by several additional controls that were in place during the period of noncompliance.  For 
instance, access to the CCAs was highly restricted both physically and logically.  All currently identified 
CCAs are in a secured facility with multilayered physical security controls to restrict physical access.  
The primary assets are located in a secured data center which provides an attestation of the controls 
environment and the backup generation management system (GMS) is located in a secured room.  The 
CCAs are also continuously monitored and logged, sit behind an ESP with intrusion detection, have 
antivirus and malware prevention tools installed, and are contained within a restrictive network. 

ReliabilityFirst determined the duration of the violation to be from the date the Standard became 
mandatory and enforceable, through when URE1 completed its Mitigation Plan. 

URE1 submitted its Mitigation Plan designated RFCMIT011235 to address the referenced violations.    
¦w9мΩǎ aƛǘƛƎŀǘƛƻƴ tƭŀƴ ǊŜǉǳƛǊŜŘ ¦w9м to: 

1. utilize the ŎǳǊǊŜƴǘ ǇŀǊŜƴǘ ŎƻƳǇŀƴȅΩǎ ŀŎŎŜǎǎ Ŏontrol program to install the Energy Management 
System (EMS) integrated system on the affected CCAs to ensure that the proper processes are 
in place for quarterly review and update of the Master Access List;  

2. identify individuals who should be on the Master Access List prior to the EMS migration; 

3. review and certifying that each individual to be authorized has completed the appropriate 
credentials and document the authorization updates within the Master Access List; and  

4. train appropriate personnel on the actions necessary for compliance with CIP-004-3 R4. 
 
URE1 certified that it had completed its Mitigation Plan, and ReliabilityFirst verified that URE1 had 
completed all mitigation activities.  
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RFC2014013794 CIP-004-3a R4.1- OVERVIEW   
ReliabilityFirst determined that prior to transitioning to the current ǇŀǊŜƴǘ ŎƻƳǇŀƴȅΩǎ CIP compliance 
program, URE2 violated CIP-004-3a R4 by: a) failing to update its CCA personnel access list within 7 
days of an access change; and b) granting PSP access to an individual who did not receive access 
approval for that area.   
 
For the first instance, during the integration of URE2, URE3, and URE4 and the current parent company 
and the corresponding installation of the EMS system, access change requests were submitted via 
multiple ticketing systems.  The parties responsible for maintaining the access documentation were not 
receiving all of the necessary notifications of access requests.  Consequently, those responsible 
individuals failed to update the access lists within the appropriate time frame.  In all cases, the access 
was approved and proper PRAs were performed.   
 
For the second instance, during the commissioning of a new PSP, an individual was granted access to 
the new PSP without proper approval.  Prior to the declaration of the area as a PSP, but after 
construction was completed, access was provided to those individuals working in the new room.  Due 
to the number of individuals with access to the area, the normal ticketing process was not used where 
a ticket for each individual would have been entered.  Instead, all parties requiring access were 
processed as a group with PRA and training being tracked prior to requesting approval for access. 
Although the individual was on the original group tracking list, he was not on the list submitted for 
approval.  On the date the individual needed access, the individual required access to the area for the 
first time.  The access provider, seeing his name on the original tracking list, assumed he was approved 
for access and provided an access card.  Since the individual was not included in the original group 
approval, he did not have proper approval for access. 
 
ReliabilityFirst determined that this violation posed a moderate and not serious or substantial risk to 
the reliability of the BPS.  First, although access changes were not completed within the appropriate 
timeframe, all access changes were approved and PRAs were completed.  In addition, logical access 
controls were still in place.  Specifically, the devices at issue are enclosed within an ESP protected by 
firewalls and monitored per the CIP-005-3 requirements.  Moreover, the devices at issue were located 
on isolated networks to prevent exposure to untrusted networks.  Second, the instances of 
noncompliance were the result of unique circumstances which occurred during the merger between 
URE2 and the current parent company, but prior to ¦w9нΩǎ transitioning to the ǇŀǊŜƴǘ ŎƻƳǇŀƴȅΩǎ CIP 
compliance program. 

ReliabilityFirst determined the duration of the violation to be from when the individual was improperly 
granted access to the PSP, through when URE2 completed its Mitigation Plan. 
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URE2 submitted its Mitigation Plan designated RFCMIT011397 to address the referenced violations.    
¦w9нΩǎ aƛǘƛƎŀǘƛƻƴ tƭŀƴ ǊŜǉǳƛǊŜŘ ¦w9н to consolidate access requests into a single system requiring 
verification of credentials before commissioning. 
 
URE2 certified that it had completed its Mitigation Plan, and ReliabilityFirst verified that URE2 had 
completed all mitigation activities.  
 
RFC2014013802 CIP-005-3a R1- OVERVIEW   
ReliabilityFirst determined that the former subsidiary violated CIP-005-3a R1 by failing to: a) identify 
and document all access points to the perimeter(s); b) identify and protect one or more noncritical 
Cyber Assets within a defined ESP to the requirements of Standard CIP-005, c) afford Cyber Assets used 
in the access control and/or monitoring of the ESP(s) one or more of the required protective measures 
of R1.5; and d) maintain documentation of some interconnected critical and noncritical Cyber Assets 
within the ESP(s), electronic access points to the ESP(s), and Cyber Assets deployed for the access 
control and monitoring of these access points. 
 
ReliabilityFirst determined that this violation posed a serious or substantial risk to the reliability of the 
BPS.  The failure to identify and adequately protect the ESP, as well as all access points on the ESP, 
could have led to serious harm to the BPS by increasing the likelihood that cyber intrusions could have 
occurred resulting in damage to various critical and noncritical Cyber Assets.   
 
The risk posed by the foregoing facts and circumstances was partially mitigated by the following 
factors.  First, all currently identified CCAs reside within a defined ESP, and the subsidiary had 
measures in place to protect and restrict access to the ESP and physical access to the devices 
themselves.  Specifically, the subsidiary had electronic logging to monitor access to the ESPs, password 
protections on the connections to the network systems, and other protective measures including 
intrusion detection and anti-malware.  Furthermore, physical access to the ESP devices was highly 
restricted to appropriate personnel with multiple physical access control layers within a non-public, 
controlled space.  The ESP devices are in a secured facility, under constant surveillance, and are located 
in a secured data center, which provides an attestation of the controls environment, and the backup 
GMS is located in a secured room.  All doorways to the secured rooms at each location are alarmed for 
forced entry and monitored with cameras.  Additionally, the electronic access control and monitoring 
devices were protected by ǘƘŜ ǎǳōǎƛŘƛŀǊȅΩǎ cyber security policies and procedures, and the people 
accessing those devices had received cyber security training and have PRAs on file.  Finally, although 
not all assets were listed on the ESP documentation, documentation of the ESP and related assets 
exists in multiple forms such as a Visio diagram and asset lists.  
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ReliabilityFirst determined the duration of the violation to be from the date the Standard became 
mandatory and enforceable, through when URE1 completed its Mitigation Plan. 

URE1 submitted its Mitigation Plan designated RFCMIT011319 to address the referenced violations.    
¦w9мΩǎ aƛǘƛƎŀǘƛƻƴ tƭŀƴ ǊŜǉǳƛǊŜŘ ¦w9м to: 

1. ǳǘƛƭƛȊŜ ǘƘŜ ŎǳǊǊŜƴǘ ǇŀǊŜƴǘ ŎƻƳǇŀƴȅΩǎ NERC CIP-005 compliance program and perform a 
preliminary ESP and electronic access point design to ensure that every CCA resides within an 
ESP and that the ESP and all access points to it have been properly identified and documented;  

2. validate the new configuration to ensure that all CCAs and access points are properly identified 
and documented; and 

3. train all appropriate personnel on the actions necessary for compliance with CIP-005-3a R1. 
 
URE1 certified that it had completed its Mitigation Plan, and ReliabilityFirst verified that URE1 had 
completed all mitigation activities.  
 
RFC2014013803 CIP-005-3a R2- OVERVIEW   
ReliabilityFirst determined that the former subsidiary violated CIP-005-3a R2 by failing to: a) document 
the organizational processes and technical and procedural mechanisms for control of electronic access 
at all electronic access points to the ESPs; b) use an access control model with respect to its processes 
and mechanisms that denies access by default, such that explicit access permissions must be specified; 
c) ensure that, at one or more access points to the ESPs, only ports and services required for 
operations and for monitoring Cyber Assets within the ESP were enabled, or document, individually or 
by specified grouping, the configuration of those ports and services; d) implement strong procedural or 
technical controls at the access points where external interactive access into the ESP had been 
enabled, to ensure authenticity of the accessing party, where technically feasible; and e) maintain all 
appropriate documentation. 
 
ReliabilityFirst determined that this violation posed a serious or substantial risk to the reliability of the 
BPS.  The failure to formally implement and document the organizational processes and technical and 
procedural mechanisms in place to control electronic access to the ESPs could have led to serious harm 
to the BPS by increasing the likelihood that cyber intrusions could have occurred resulting in damage to 
various critical and noncritical Cyber Assets.  The risk posed by the foregoing facts and circumstances 
was mitigated by the logical and physical access controls. 

ReliabilityFirst determined the duration of the violation to be from the date the Standard became 
mandatory and enforceable, through when URE1 completed its Mitigation Plan. 




