NERC

I
NORTH AMERICAN ELECTRIC
RELIABILITY CORPORATION

January 28, 2016

VIA ELECTRONIC FILING \

Ms. Kimberly D. Bose

Secretary

Federal Energy Regulatory Commission
888 First Street, N.E.

Washington, DC 20426

Re: NERC Full Notice of Penalty regardidgidentified Registered Entity 1, Unidentified
Registered Entity 2, Unidentified Registered Entity 3, and Unidentified Registered Entity 4,
FERC Docket NblP16 -000

Dear Ms. Bose:

The North American ElectriReliability Corporation (NERC) hereby provides this Notice of Penalty
regarding Unidentified Registered Entity 1 (URE1), Unidentified Registered Entity 2 (UREZ2),

Unidentified Registered EngiB, and Unidentified Registered Enyitl (Collectively the UREntities),

with information and details regarding the nature and resolution of the violatfidnsaccordance with

GKS CSRSNIt 9y SNHeé wS3dzZA FG2NE / 2YYA&AaAA2YyQa 0O/ 2Y
Sttt a4 bow/ Qa wdzf S& 2F t NPOSRdAzNE Ay Of dzZRAYy 3 ! LI
Enforcement Program (CMEP)).

NERC is filing thidotice of Penalty with the Commission beca&sdiabilityFirst Corporation
(ReliabilityFirstand URE Entities have entered int&ettlement Agreemento resolve all outstanding

I Rules Concerning Certification of the Electric Reliability Organization; and Procedures for the Establishment, Approval, and
Enforcement of Electric Reliability Standai@sder No. 672), lll FERC Stats. & Regs. 1 31,204 (R@@ige of New Docket
Prefixa bt ¢ FT2NJ b2GA0Sa 2F tSylrfae CAf SR 0 ¢Dockét Bo. RMOBIDE ! YSNR OF
(February 7, 2008Fee alsd 8 C.F.R. Part 32q15. Mandatory Reliability Standards for the Bitkwer SysteirFERC

Stats. & Regs. 1 31,242007) (Order No. 69385 K Q 3 , IRBRERCSIF61,053 (2007) (Order No-APSeel8 C.F.R §

39.7(c)(2).

2C2NJ LIdzN1JI2 aSa 2F GKAA& R20dzySyias SIFOK @azftldAaz2y G AaadzS A
and whether it was a possible, alleged or confirmed violation.

3Seel8 C.F.R § 39.7(c)@nd 18 C.F.R § 39.7(d).
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issues arising froReliabilityFirsRd RS G SNX A YV I (i A 2 yondofilie CP Refiabiity 3a 2 F
Standards.

According to the Settlement Agreement, URHitiesneither admit nor denyhe violations,andhave
agreed to the assessed penaltyafe hundred and fifty thousand dollars ($150,00@)addition to
other remedies ad actions to mitigate the instant violations and facilitate future compliance under
the terms and conditions of the Settlement Agreement.

Accordingly, NERC is filing this Full Notice of Penalty in accordance with the NERC Rules of Procedure
and the CMEP

Statement of Findings Underlying the Violatisn

This Notice of Penalty incorporates the findings and justifications set forth in the Settlement
Agreement, by and between ReliabilityFirst and URE Entities. The details of the findings and basis for
the penalty are set forth in the Settlement Agreement and herein. This Notice of Penalty filing contains
the basis for approval of the Settlement Agreement by the NERC Board of Trustees Compliance
Committee (NERC BOTCC).

In accordance with Section 39.70/KS / 2YYA &daA2y Qa NBIdz I A2YyaEAT wmy
provides the following summary table identifying each violation of a Reliability Standard resolved by

the Settlement Agreement. Further information on the subject violations is set forth iSétgement
Agreement.

*SR = SelReport / SC = Sdfertification / CA = Compliance Audit / SPC = Spot Check / CI = Compliance Investigation

NERC Violati Discovery | o i
lolation| - o ndard | Req | VRF/vSL| Method* | Penaty
1D Amount
Date
URE1 High sc
CIR0023 | R3
RFC201401379¢ Severe
URE1 Medium/ SR
RFC201401382 ClR0033 R1 Severe
$150,000
RE1 Medi R
v ClR0033 | R4 | Medium/ S
RFC201401383 Severe
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NERC Violation Discovery Penal
Standard | Req | VRF/VSL| Method* ty
ID Amount
Date
URE1 Lower/ SC
CIR0033 R5
RFC201401379 Severe
URE1 CIR003:3 R6 Lower/ SC
RFC201401380( Severe
URE1 Lower/ SR
CIR004-3 R1
RFC201401383 Severe
URE1 Lower/ SR
CIR004-3 R2
RFC201401383 Severe
URE2 Medium/ SR
CIR004-3a | R2.1
RFC201401344¢ Severe
RE1 L
v CIP0043 | R4 ower/ s¢
RFC2014013801 Severe
URE2 Lower/ SC
CIR004-3a R4.1
RFC2014013794 Severe
$150,000
URE1 Medium/ SC
CIR005-3a R1
RFC2014013807 Severe
URE1 Medium/ SC
CIR005-3a R2
RFC2014013804 Severe
URE1 Medium/ SC
CIR005-3a R3
RFC2014013804 Severe
URE1 Medium/ SC
CIR005-3a R4
RFC201401380" Severe
URE1 Lower/ SR
CIR005-3a R5
RFC2014013831 Severe
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NERC Violation Discovery Penal
Standard | Req | VRF/VSL| Method* ty
ID Amount
Date
URE1 Medium/ SC
CIR006-3c R1
RFC201401381( Severe
URE2 CIR006.3C R1 Medium/ SR
RFC201501471" Severe
URE1 Medium/ SC
CIR006-3c R2
RFC201401381] Severe
URE1 Medium/ SC
CIR006-3c R3
RFC20140138117 Severe
URE4 Medium/ SC
CIR006-3c R3
RFC201401380¢ Severe
URE1 Medium/ SC
CIRO063c | R4 | ooum
RFC2014013811 Severe
URE1 Medium/ SC
CIR006-3c R5
RFC2014013814 Severe
URE1 Lower/ SC $150,000
CIR006-3c R6
RFC201401381¢ Severe
URE1 Lower/ SR
CIR006-3c R7
RFC2014013834 Severe
URE1 Medium/ SR
CIR006-3c R8
RFC201401383" Severe
URE1 Medium/ SC
CIR007-3a R1
RFC201401382( Severe
URE1 Medium/ SC
CIR007-3a R2
RFC201401382] Severe
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NERC Violation Discovery Penal
Standard | Req | VRF/VSL| Method* ty
ID Amount
Date
URE1 Lower/ SR
CIR0O07-3a R3
RFC2015015241 Severe
URE2 CIR007-3a R3 Lower/ SC
RFC201401379" Severe
URE1 Medium/ SC
CIR007-3a R4
RFC2014013821 Severe
URE1 Lower/ SC
CIR007-3a R5
RFC2014013821 Severe
URE?2 L / CA
CIR007-3a RS.2. ower
RFC201401446¢ 3 Severe
URE3 L / SC
| cipoo7-3a | RS ower
RFC201401379 Severe
URE4 Lower/ SC
CIR007-3a R5
RFC201401381¢ Severe
$150,000
URE1 Lower/ SC
CIR007-3a R6
RFC2014013824 Severe
URE1 Lower/ R
CIR007-3a R7
RFC201401391" Severe
URE1 Lower/ SC
CIR007-3a R8
RFC201401382" Severe
URE1 Lower/ R
CIR007-3a R9
RFC201401383¢ Severe
URE1 Lower/ SC
CIR008-3 R1
RFC201401382¢ Severe
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NERC Violation Discovery | o al
01aton| standard Req | VRF/VSL| Method* enalty
ID Amount
Date
URE1 Medium/ SC
| CIRP009-3 R1
RFC201401382 Severe

Background
ReliabilityFirst resolved all of these violations together becaus&JRE Entitieall shareacommon

parent company and now implemettie parent compana dzy ATASR /Lt O2YLX Al Y

Prior, the current parent compamcquiredUREL from its origingarent company and acquired
another subsidiary company that controlled some of the operations of the original parent company
After a number of events, the originphrent company filed for Chapter 11 bankruptcy. The
bankruptcy filing caused uncertaintegarding the future athe original parent company and its
subsidiary company, thugsultingin voluntary departuregrom both organizations The loss of
resources and leadership in personnel actively engaged in the CIP compliance program created a
foundation for the violations.

Before the acquisition of UREL, the current parent company merged with the former parent company
of URE2, URE3, and URE4. Although URE2, URE3, ambhiiREd to operate under théormer
parent companymbrella,the current parent companyecame the legal owner of that umbrella
company and is now the ultimate parent company for theee URE Entitieisicluded in this
SettlementAgreement.

After these acquisitionghe current parent companypdated its CIP complianceqgram so thathe
parentand its subsidiaries have one unified CIP plmmce program.

RFC2014013798IRP002-3 R3 OVERVIEW

ReliabilityFirstletermined thatthe former subsidiary company violated @@2-3 R3 byfailing to
identify, as part of itCritical Cyber Assalentification process, multipldevices as Critical Cyber
Assets (CCASs) that were essential to the operation @ritical AssetsSpecificallythe former
subsidiary companfailed to appropriately classify as CGaseral devicethat used a routable
protocol to communicate outside of thdd€tronic Security Perimeter (ESP)r used a routable protocol
to communicate within a@ntrol center.
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ReliabilityFirstletermined that this violation posedraoderateand not serious or subahtial risk to
the reliability of the bulk power system (BP&Jjrst, an accurate list of CCi8gundamental to ensuring
that all CCAs are afforded the protections required by the CIP Reliability Stand&etefore former
subsidiar2 & T I rhaintEN&h adc@ate list of CCAs increasedikeihood of further violations of
other CIP Reliability StandardSecond, theluration of the volation indicates thathe subsidiary
failed to identify anctorrect the issue in a timely manner, whichaiscreased the likelihood of
further violations of other CIP Reliability Standard$e risk posed by the foregoing faeisd
circumstances was mitigated by the fact thie subsidianhad several measures place to protect
and restrict access to thmistakenly excluded CCAs both logicaftg physicallyLogically, these
devices were protected by being on a restrictestwork, having password protections on the
connections to the network systemand several other protective measures including intoas
detection, logging, andnti-malware programsPhysically, accese these devices was also highly
restricted toauthorized personnel with multiple physical access conayérs within a nospublic,
controlled space.These devices were in a secuffadility and under constant surveillance.

ReliabilityFirsdetermined the duration of the violation to be from the datee Standard became
mandatory and enforceableéhrough whenUREXompleted its Mitigation Plan.

URE1 submitted itslitigation Plandesighated RFCMIT011314 address the referencedolations.
PwOMQa aAlGAIlFdAz2tg tfEFy NBIJdZANBR ! wiwm
1. dzaS GKS Odz2NNBy (i déntNidorpro@r@ryid dnsyiré fat prdcésses dre in
place to include consideration andentification of all Cyber Assets;

2. identify allapplicable Cyber Assets;

3. implementi KS OdzZNNBy (i LOCAUBnyificatidd Prégramytodetsdre that all CCAs are
identified and documentegand

4. providetraining for all appropriate personnetgardirg CCA identification.

UREL1 certifiethat it had completed its Mitigation PlamndReliabilityFirsverified thatURE1 had
completed all mitigation activities.

RFC2014013829IR0033 R: OVERVIEW

ReliabilityFirstletermined thatthe former subsidiary company violated €183-3 R1 byfailing to
document and implement a cyber security policy that addressed all chspects required by GlF03-

3 R1. Specifically, the deficient cyber security paliaydid not adequately addreskéd requirements

of CIP002-3 through CI®09-3; andb) was annually reviewed, but was not reviewed and approved by
the senior manager assigned pursuant to R2.
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ReliabilityFirstletermined that this violation posedraoderateand not serious or substantiekk to

the reliability of the BPSThe risk posed by the foregoing faetsd circumstances was mitigated by the
fact thatthe subsidiandid have a documented and implemented cyber security policy that
representedY | Y ASYSy i Q& 02 Y Y AdcufeSty QCA$ThsRolity avaahnbiallye  { 2
reviewed byli K S & dzondahaBeinknBuQrdby the senior manageidentified in CIFD03-3 R2.

ReliabilityFirstdetermined the duration of the violation to be from the déatee Standard became
mandatory and erdrceable through when the subsidiafprmally adopted and implemented an
adequate cyber security policy

URE1 submitted itslitigation PlandesignatedRFCMIT011234 address the referencedolations.
'wOmMQa aAdGAIFdA2t¢ tfFy NBIAdZANBR | wowm

1. modifythe cyber security policy arttie security management controls program
documentation to include the necessezlements for compliance with GI®3-3; and

2. approvethe cyber security policy and the security management controls program

UREL1 certifiethat it had completed its Mitigation PlamndReliabilityFirsverified thatURE1 had
completed all mitigation activities.

RFC201401383DIRP003-3 R4 OVERVIEW

ReliabilityFirstetermined thatthe former subsidiaryiolated CIPD03-3 R4 byfailing to implement and
document a program tadentify, classify, and prote@hformation associated with CCAs required by
CIR003-3 R4.Furthermore,even after formalizing the security management controls progridue,
subsidiaryhad not yet annuallassessed adherence to XCA informatiorotection program,
including documentation of the assessment resultseagliredby CIF003-3 R4.3.

ReliabilityFirstetermined that this violation posedraoderateand not serious or substantial risk to
the reliability of the BPSThe lack of a formal, documesd security management contrgisogram
prevents an entity from ensuring that responsible personnel are perforthiaghecessary activities to
protect CCAnformation. An undocumented program increasestlikelihood of human error, which
may result in protected CAAformationbeingcompromised.The risk posed by the foregoing facts
and circumstances wanitigated by the following factorsFirst, the generabn assets potentially
affected by this violabn have not been determined to beitical. Second, thdogical and physical
access controls in place with respect to CCAs also operate to protechiG@@ation.

a

RELIABILITY | ACCOUNTABILITY




NERC Notice of Penalty
Unidentified Registered Entities
January 28, 2016

Paged

ReliabilityFirstletermined the duration of the violation to be from the datee Standardoecame
mandatory and enforceab)eéhrough whenUREXompleted its Mitigation Plan.

URE1 submitted itMlitigation PlandesignatedRFCMIT01122%6 address the referencedolations.
PwOMQa aAldA3dlFdAz2ty tfFy NBIdZANBR ! wowm

1. develop formal documentation dhe security management controls program that identifies,
classifies, and proteciaformation associated with CCAsraguiredby CIP003-3 R4 and 4.1;

2. develop and document an assessment methodology to askessdherence to the CCA
information protection program

3. assesshe adherence to the CCA informatipnotection program including documentation of
the assessment results asquiredby CIFO03-3 R4.3

4. implement an action plan to remediate deficiencies identified duringabgessmentand

5. train individuals responsible for therotection of CCA informatioand assessment of the
program to ensure ongoing compliance.

UREL1 certifiethat it had completed its Mitigation PlamndReliabilityFirsverified thatURE1 had
completed all mitigation activies.

RFC20140137901R003-3 R5 OVERVIEW

ReliabilityFirstetermined thatthe former subsidiary violated CGI®3-3 R5 by failing taa) have a

documented program for managing access to protected i@fdAmation; b) annually verify the list of
personnel responsible for authorizing access privileggaotected information to confirm that access
privileges were correct and that th@prresponded withthe subsidiarpa Yy SSRa | y R | LILINE
personnel roles andesponsibilities; and) assess andodument the processes for controlling access
privileges to protected information.

ReliabilityFirstetermined that this violation posedraoderateand not serious or substantial risk to

the reliability of the BPSThe access controls called foy CIFO03-3 R5, specificalljnaintaining an
access list and performing periodic verification of logical pimgsical access to protected information,
FNE Fy Ay dSaNI f cdmdplinidée peodramiThyls, Badéqhaie &d@ess coritrdls may allow
for unauthorizedaccess to such information and may result in violations of several other CIP
Reliability Standards and Requiremente risk posed by the fegoing facts andircumstances was
mitigated by the following factorsFirst, the logical anghysical acess controls in place with respect

to CCAs also operate to protect Ci@#rmation. Secondthe subsidiarystored relevant information
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on restricted networks and limited access to those individuals with a business nemtdss the
information.

ReliabilityFirstletermined the duration of the violation to be from the datee Standard became
mandatory and enforceablehrough whenUREXompleted its Mitigation Plan.

URE1 submitted itMlitigation PlandesignatedRFCMIT01122tb address the referered violations.
PwOMQad aAldA3dlFdAz2tg tfFy NBIdZANBR ! wowm

1. develop formal documentatiowhich details program for managing access to protected CCA
informationasrequiredby CIPO03-3 R5 and 5.1;

2. verify and create the list gfersonnel responsible for alibrizing access to protection
information;

3. have approved individuals review the list of user acgeasleges and roles and responsibilities
to ensure that the list is appropriate

4. develop and document an assessment methodology to agkegsrocess focontrolling access
privileges to protected informatian

5. assess the process for controlling access privileges to protedi@anation, including
documentation of the assessment resyleéd

6. train individuals, who are responsible for the programrmanagingaccess to protected CCA
information, on the process to ensure ongoing compliance

UREL1 certifiethat it had completed its Mitigation PlamndReliabilityFirsverified thatURE1 had
completed all mitigation activities.

RFC2014013800I1R003-3 R6- OVERVIEW

ReliabilityFirstletermined thatthe former subsidiaryiolated CIPD03-3 R6 byfailing to have a
formally documented change control or configuration managenmnotess for the activities required
in R6. Rather the subsidiaryonly had an informathange management process including a ticketing
system to approve and trackaster change requests for all changes to CCAs as well as other
Information Technology (ITassets.

ReliabilityFirstletermined that this violation posed a seriswrsubstantial risk to the reliability of the
BPS Thelack of a formal change control and configuration management process can result

in serious vulnerabilities and increased threatdlsvy Without such a process, antity may be unable
to identify unauthorized changes to its system or to determihe extent of a possible intrusionThe

RELIABILITY | ACCOUNTABILITY




NERC Notice of Penalty
Unidentified Registered Entities
January 28, 2016

Pagell

risk posed by the foregoing facts acicumstances was mitigated Bybsidiar@a Ay F2 NX I £ OK
management proceshat was in place during the period of nonconapice. As stated above, this

informal process included a ticketing systemaggprove and track master changequests for all

changes to CCAs as well as other IT assets

ReliabilityFirsdetermined the duration of the violation to be from the déatee Stamlard became
mandatory and enforceablehrough whenUREXompleted its Mitigation Plan.

URE1 submitted itslitigation PlandesignatedRFCMIT011216 address the referencedolations.
'wOmMQa aAldGAIFdA2t¢ tfFy NBIAdZANBR | wowm

1. develop a formaldocumentedchange management processes for compliance withROO83;
and

2. approve the documented change management processes to ensure ongoing security.

UREL1 certifiethat it had completed its Mitigation PlamndReliabilityFirsverified thatURE1 had
completed all mitigation activities.

RFC20140138311R004-3 R1: OVERVIEW

ReliabilityFirstletermined thatthe former subsidiary violated GI®4-3 R1 byfailing to document its
security awareness program to ensure that personnel wiithorized cybeor unescorted physical
access to CCAs received ongam@reness reinforcement in sound security practicRaither the
subsidiary onlyhadan informal, undocumented communication plan in place for security awareness
for such personnel.

ReliabilityFirstetermined that this violation posedraoderateand not serious or substantial risk to

the reliability of the BPSThe lack of a formal securiggvareness program increases thielihood that
responsible personnel may not be aware of the latest secthityats. Cyber threats, in particular, are
constantly evolving, which requires responsipérsonnel to keep updated on an ongoing badike

risk posed by the foregoinfigcts and circumstances was mitigated by the informal communication plan
that the suWbsidiaryhad in place.Pursuant to this plan, responsible personnel would keep edichr
updated on any new threats or security issues of which they became aware.

ReliabilityFirstetermined the duration of the violation to be from the datee Standardoecame
mandatory and enforceableéhrough whenUREXompleted its Mitigation Plan.

URE1 submitted itslitigation PlandesignatedRFCMIT01121i6 address the referencedolations.
wOMQA aAldAIlLdA2tg° tf Yy NBIldZANSBR | wiwm
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1. develop formal documentation dhe cyber security awareness and training program for CIP
004-3a;and

2. approve that documentation.

UREL1 certifiethat it had completed its Mitigation PlamndReliabilityFirsverified thatURE1 had
completed all mitigation activities.

RFC2014013832P-004-3 R2- OVERVIEW

ReliabilityFirstletermined thatthe former subsidiaryiolated CIF004-3 R2 byfailing to have a
documented cyber security training program for personnel haaimgporized cyber or authorized
unescorted physical access to CCereover,once the subsidiarymplemented a program, the
training did not specifically address th@nimum topicsncluded inthe subrequirements of CHB04-3
R2. Specificallythe program did not cover action plans and procedures to recover-estallish CCAs
and access thereto following a cyber secunigident. Additionally, whilethis recovery training was
provided as ancillary training, not adllevant personnel were involved.

ReliabilityFirstletermined that this violation posed a serioassubstantial risk to the reliability of the
BPS The lack of #ormal cyber security training program increases the likelihood that untrained
personnel may have cyber or unescorted physicakas to CCAs. In this casdeast someof the

& dzo & A pefsdonheR @hd were respaible for recovery following ayber security ncident, were not
involved in any training related to recovery testing.

ReliabilityFirstetermined the duration of the violation to be from the datee Standard became
mandatory ancenforceable through whenUREXompleted its Mitigation Plan.

UREL1 submitted itMlitigation PlandesignatedRFCMIT01122® address the referencedolations.
PwOMQA aAlA3Il (A 2tydevelbp aformalSdparhadiaRnudl aytSnsecuritiraining
program, andrain all responsibléndividuals on the annual cyber security training program to ensure
ongoingsecurity.

UREL1 certifiedhat it had completed its Mitigation PlarandReliabilityFirsverified thatURE1 had
completed all mitigation activities.

RFC20140134461RP004-3aR2.1- OVERVIEW

ReliabilityFirstletermined thaton two separate occasions, both of which occurred prioftww 9 H Q &
transitioning to theO dZNNB y & LI NER ddmpledcé pdbgyadRERranted certain
individuals, who had not completdtie requisite training, access to ayicalSecurity Perimeter
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(PSP). Aecurity officer, whavas newly hired by a contracted security service, erroneously escorted a
cleanirg crew into a designated PSP without proper authorization and documentafibecleaning

crew remained within the PSP for a total of 25 minut@ a different occasionaindividual was

granted access to a PSP without proper training duringctimemissioning of a new PSP arealthough
URE%ad completed a &sonnelRskAssessment (PRAJr thisindividual, he had not completed the
required traning prior to obtaining access. UREfoved his access anlater date that year

ReliabilityFirstdetermined that this violation posed minimaland not serious or substantial risk to the
reliability of the BPSIn the first instance, the cleaning cremas escorted into the PSP by iadividual
with authorized unescorted physical acce3$ie cleaning crewvas inthe PSP for only a short period
of time during which CHrained and authorizegbersonnel were present and observed the cleaning
ONB 6 Qa Intidisdcanghsdtance, the individual had passed the PR&liabilityFirsalsonotes

that accessecords indicate that this individual did not access the PSP during théhgrhad
unauthorizedaccess to it.

ReliabilityFirsdetermined the duration of the violation to be from the date that tbleaning crew was
improperly granted access to a PSP ia fihst instancethroughthe date on whicHJREZemoved PSP
access for the individuah the second instance

UREZ2 submitted itMlitigation PlandesignatedRFCMIT01142Bto address the referencedolations.
'wOHQa aAlGAIldAz2tg tfly NBI|dZANBR ! wOH

1. changeli KS & S O dzNd&s$veord2td pFevebtSINENG
2. ensurethat hard copie®f security procedures are readily available at the security desk

3. assign unique credentials to each security officer to further pregbating among security
officers;

4. reviewcurrentpractices and guidelines for providing NERC CIP physical access and visitor
access, lost or forgotten identificatisrand/or paswords, and escort requirements; and

5. developaprocess of notification when security officers aeguested to beadded, changed or
removed, a change ticket must be completecetwsure that new officers received proper
training, background checks, and aezeiving the appropriate accessrevocation.

RFC20140138021R004-3 R4 OVERVIEW

ReliabilityFirst determing that the former subsidiaryiolated CIFO04-3 R4 byfailing to maintain
complete lists of personnel with authorized cyber or authorimedscorted physical access to CCAs,
including their specific electronic amihysical access rights to CCAs, missifg @bmore of the
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authorized personnelFurthermore the subsidiarydid not review the list(s) of all personnel who have
access taCCAs quarterly, nor ditie subsidiaryupdate the list(s) within seven calendar daysnoy
change of personnel with such a&ss to CCAs, nor any change in the acgghss of such personnel.
The subsidiarglso failed to revoke access to CCAs withih@4rs for personnel terminated for cause
nor within seven calendar days fpersonnel who no longer required such access tAsCC

ReliabilityFirstdetermined that this violation posedraoderateand not serious or substantial risk to
the reliability of the BPSThe failure to maintain a curremnd accurate list of personnelith cyber or
unescorted physical access to C@&seases the likelihood that@/berattacker could obtain
unauthorized access to the CCAe risk posed bthe foregoing facts and circumstances was
mitigated by several additional contrdlsat were in place during the period of noncompliandeor
instance, access to theCAs was highly restricted both physically and logicallycurrently identified
CCAs are in a secured facility with multilaygepdysical security controls testrict physical access.
The primary assets are located in a secutath centerwhich provides amttestation of the controls
environment and the backugeneration management system (GM$§)ocated in a sezed room. The
CCAs are alsmntinuously monitored antbgged, sit behind an ESP with intrusion detection, have
antivirus and malwargrevention tools installed, and are contained within a restrictive network

ReliabilityFirstetermined the duration of the violation to be from the datee Standard became
mandatory and enforceablehrough whenUREXompleted its Miigation Plan.

UREL1 submitted itMlitigation PlandesignatedRFCMIT011236 address the referencedolations.
PwOMQa aAlGAIlFdAz2tg tfEFy NBIJdZANBR ! wim

1. utilizethe OdzNNB y (i LI NBy (i onda progiany'td ifsialthe EdédyManagénent
System(EMS)ntegrated sytem on the affectedCCAs to ensure that the proper processes are
in place for quarterly review angpdate of the Master Access List;

2. identify individualsvho should be on the Master Access List priotite EMS migration;

3. review andcertifyingthat each individual to be authorized hesmpleted the appropriate
credentials and document the authorization updateishin the Master Access List; and

4. train appropriatepersonnel on the actions necessary for compliance withGD#3 R4.

URE1 certifiedhat it had completed its Mitigation PlarandReliabilityFirsverified thatURE1 had
completed all mitigation activities.
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RFC20140137921RP004-3aR4.1 OVERVIEW

ReliabilityFirstletermined thatprior to transitioning to thecurrentLJ- NB y (i  O&ProndpligheeQ a
program,URE?2 violated CIB04-3a R4 bya) failing to update it€€CA personnel access list within 7
days of an access change; dndyranting PS&ccess to an individual who did not receive access
approval for that area.

For the first instance, during the integration of URE2, URE3, and &sidE¥e current parent company
and the corresponding installation of the EMS system, acdemsge requests were submitted via
multiple ticketing systems. The partiessponsble for maintaining the accessocumentation were not
receiving all of thaeecessary notificatiosiof access requestLConsequently, those responsible
individuals failed to update the access lists within the appropriate time fraimell cases, the access
was gproved and proper PRAs veeperformed.

For the second instancduring the commissioning ofreew PSPan individual was grantedccess to
the new PSP without proper approvd®riorto the declaration of the area as a PSP, but after
construction was @ampleted, access was provided to thasdividuals working in the new roonDue

to the number of individuals with accessthe area, the normal ticketing process was not used where
a ticket for eachndividual would have been enterednstead, alparties requiring access were
processed as a group with PRA and traininigdpéracked prior to requestingpproval for access.
Although the individual was on the original group trackisty he was not on the list submitted for
approval. On the date thandividual needed accesd)d individuakequired access to the area for the
first time. The access provider, seeing his namnehe original tracking lisassumed he was approved
for access and provided atcess cardSince the individual was not ilicled in the original group
approval,he did not have proper approval for access.

ReliabilityFirstletermined that this violation posedraoderateand not serious or substantial risk to

the reliability of the BPSFirst, although access changes were carnpleted within the appropriate

timeframe, all access changes were approved and PRAs were comgietattlition, logical access

controls were still in placeSpecifically, the devices @isue are enclosed within an ESP protected by
firewalls and monibred per the CH®05-3 requirements.Moreover, the devices at issue were located

on isolatednetworks to prevent exposure to untrusted networkSecond, the instances of

noncompliance were the result of unique circumstances which occurred duringénger between

URE2 and the current parent compatt prior to! w 9 &ra@sitioning to theLJr NSy & OZPY LI y & ¢
compliance program

ReliabilityFirsdetermined the duration of the violation to be from when the individuals improperly
granted access to theSPthrough whenUREZompleted its Mitigation Plan.
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UREZ2 submitted itMlitigation PlandesignatedRFCMIT01139%6 address the referencedolations.
w9 HQ& aAldA3Il (A 2t¢consdlidagacddss liegaksieIiiR a singl@stem requiring
verification of credentials before commissioning.

UREZ2 certifiethat it had completed its Mitigation PlamndReliabilityFirsverified thatURE2 had
completed all mitigation activities.

RFC2014013802IRP0053aR1x: OVERVIEW

ReliabilityFirsdetermined thatthe former subsidiary violated GI®5-3a R1 by failing ta) identify
and document all aiess points to the perimeter(s)) identify and praect one or more noncritical
Cyber Assetwithin a defined ESP to threquirements of StandardIE-005, c) afford Cyber Assaised
in the access control and/anonitoring of the ESP(she or more of the requed protective measures
of R1.5; andl) maintain documastation of some interconnectedritical and noncritical gher Asset
within the ESP(sglectronic access points the ESP(sand Cyber Assets deployed for the access
control and monitoring of these access points.

ReliabilityFirstletermined that this violation posedserious orsubstantial risk to the reliability of the
BPS The failue to identify and adequately protect the ES# well as all access points on the ESP
could hae led to serious harm to the BB increasing the likelihood that cybéntrusions could have
occurred resulting in damage to various critical awohcriticalCyber Assets.

The risk posed by the foregoing facts and circumstancegaislly mitigated by the following

factors. First, all currently identified CCAs resudighin a defined ESRndthe subsidianhad

measures in place to protect and restratcess to the ESP and physical access to the devices
themselves.Specificallythe subsidiaryhad electronic logging to monitor access to the ESPs, password
protectionson the connections to the network systems, and other protective measures including
intrusion detection and artimalware. Furthermore, physical access to the E8Rices was highly
restricted to appropriate personnel with multiple physical accasstrol layers within a nopublic,
controlled space.The ESP devices are isexured facilig, under constant surveillance, and are located
in a secured dataenter, which provides an attestation of the controls environmgaid thebackup
GMS is located in a secured rooll doorways to the secured roomsesdch location are alarmed for
forcedentry and monitored with camerasAdditionally, the electronic access control and monitoring
devices were protectetly i K S & dzocgiberRecuritypolicies and procedures, and the people
accessing thosdevices had received cyber security trainingl f)iave PRAs on fildzinally,although

not all assets were listed on the ESP documentation, documentation &$feand related assets
exists in multiple forms sih as a Visio diagram and asksts.
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ReliabilityFirstletermined the duration of the viation to be from the datehe Standard became
mandatory and enforceab)eéhrough whenUREXompleted its Mitigation Plan.

UREL1 submitted itMlitigation PlandesignatedRFCMIT01131i® address the referencedolations.
PwOMQa aAldA3dlFdAz2ty tfFy NBIdZANBR ! wowm

1. dzi A f AT S GKS OdzNNERC CieostoNFiafide progkam ladid yeif@ra a
preliminary ESP and electronic access pdéetign to ensure that every CCA resides within an
ESP and that the ESP anchaltess pmts to it have been pnperly identified and documented

2. validatethe new configuration to ensure that all CCAs and acpesgs are pr@erly identified
and documentegand

3. train all appropriate personnel on the actions necessary for compliance witb@Ba R1.

UREL1 certifiethat it had completed its Mitigation PlamndReliabilityFirsverified thatURE1 had
completed all mitigation activities.

RFC2014013803IRP0053aR2 OVERVIEW

ReliabilityFirstletermined thatthe formersubsidiaryiolated CIF005-3a R2 byailing to:a) document
the organizational processes and technical and procedueshanisms for control of electronic access
at all electronic access points to tiESPg)) use an access control model with respect to its proeess
and mechanismthat denies access by default, such that explicit access permissions mesediéied;
c) ensure that, at one or more access points to the ESPs, only porteances required for
operations and for monitoringyber Assetswithin the ESP weresnabled, or document, individually or
by specified grouping, the configurationtbibse ports and serviced) implement strong procedural or
technical controls athe access points where external interactive access into the ESP had been
enablal, to ensure authenticity of the accessing party,es technically feasible; are) maintain all
appropriate documentation.

ReliabilityFirstletermined that this violation posedserious orsubstantial risk to the reliability of the
BPS The failure tdormally implement and document the organizational processes and technical and
procedural mechanisms in place to control electronic access to the ESPs couldchtsserious harm

to the BFS by increasing the likelihood that cyber intrusiensld have ocurred resulting in damage to
variouscritical and noncritical gher Assets The risk posed by the foregoing facts and circumstances
was mitigated by théogical and physical access controls

ReliabilityFirsdetermined the duration of the violation toeébfrom the datethe Standard became
mandatory and enforceablehrough whenUREXompleted its Mitigation Plan.
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